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Digital Native Global Insurgents

Terrorist-related Web sites™
1997 =12

e « 2007 > 5,000
In the show-draped mountains near

Jale_'llabad in November 2001, as the al Qaeda - the first guerrilla movement
Taliban collapsed and al Qaeda lost W i» history to migrate from physical

Ubiquitous Pervasive

its Afghan sanctuary, Osama bin space to cyberspace
Laden biographer Hamid Mir * suicide bombers & ambush units in Iraq
watched "every second al Qaeda access the Web for training and tactical
member carryving a laptop computer support

* massive and dynamic online library of
training materials -- some supported by

exile. ** experts who answer_questiuns on

message boards or in chat rooms —

* MiX ricin poison,

* make a bomb from commercial
chemicals,

* pose as a fisherman and snheak through
Syria into Iraq,

* shoot at a U.S. soldier,

» navigate by the stars while running

along with a Kalashnikov" as they
prepared to scatter into hiding and

an al Qaeda operative "no longer has to
carry anything that's incriminating. He
doesn't need his schematics, he doesn't
need his blueprints, he doesn't need
formulas.” Everything is posted on the
Web or "can be sent ahead by encrypted
Internet, and it gets lost in the billions of
messages that are out there.***
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Department of Defense Nelworks

Commercial Technology Inside

Software
Applications

Computing
Equipment

Cisco SYSTEMS
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» Everything over Internet Protocol

« FIRST ... the Joint Special  (§7%) sk

Operations Command - Fort ™= it
Bragg » Less cost, smaller footprint, less
. | people.
e THEN .... the Joint » EolP will converge & reduce

training requirements

Communications Support
Element - MacDill AFB

* lraq
* Afghanistan

* JNN to WIN-T ﬁ

Everything Over
Voice IP (EOIP) Refit

~ Data Networks ’ g
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JOINT COMMUNICATIONS SUPPORT ELEMENT — 08
To address inefficiencies of traditional bandwidth allocations........migrate everything to EolP
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Moving to “Everything over IP (EolP)”

» Everything over Internet Protocol

¢ FIRST ... the Joint Special  (£%%) S

Operations Command - Fort ™= et
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JOINT COMMUNICATIONS SUPPORT ELEMENT
To address inefficiencies of traditional bandwidth allocations........migrate everything to EolP







The World we live in...
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HmySpace

a place for friends
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HmySpace

a place for friends
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The World we live in...

During leadership
training, “foreign”
military students use
technology collaboration
tools as a way of life,
while the U.S. students

@TUbe Islam do not....
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Educating our Sr. Leaders
...Enabling Battle Command Workshop

Background = -
» Full 2-day workshop & o cmuewsre
» Started — 26 Aug 05 W o R
» Workshops held — 15
» Future scheduled — 6

All General Officers will
Purpose attend this workshop

» Focus on networked information
systems and technologies

» Provide technical background
heeded to make employment and
resource decisions

™\ Discussion points

Attf ndeess t: date N\ R - Information Assurance
ommer secAmmy — T
4-Star GOs - 3 (CSA, VCSA, TRADOC) SN 1R  ° Battle Commana

SMA, TRADOC CSM, G-6 CSM X fH ® B R H Intel Systems

Army/Army Reserve GO’s — 281 y s 4 Army Knowledge

Army SES's — 15
Other GO’s — 3 (3-Navy, 2-AF, 6-Marine) 1 = Management

Other SES’s — 4 (1-Air Force, 3-Marine) At Future Combat Systems
Senator .

House Armed Services Committee — 2

Congressional Staffer - 3




Looking in’ro the future
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Pushing to the edge....

I“EI:*:::nar'o.o'er to the Edge”

~.Iokin Stenbi, former: Ssminl

' Network Enabled
Warfare....

..Or...

Metcalfe’s Law
“the network effect”

‘xﬁ.""l'_lat does
“The ” this mean

25,000,000 NSO iy
usefulness, or Metcalfe’s Law XN tor the
utility, ofa % 20,000,000 IORINEHELAK warfighter?
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Generates
combat
power!!
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